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Abstract—Backdoor attacks on 3D Point Clouds (PCs) pose a
serious threat by embedding hidden triggers into a subset of the
training data. These triggers cause targeted misclassifications at
inference time while leaving the model’s behavior unaffected in
the absence of triggers, making them stealthy and difficult to
detect. In distributed learning settings, where a central trainer
aggregates data from multiple sources and offers only black-box
access to the model, a single malicious contributor can compro-
mise the model’s integrity if defenses are not in place. We propose
a novel client-side defense that empowers individual contributors
to act as vigilante defenders. By injecting benign ‘vaccination’
triggers—identified via Particle Swarm Optimization—into their
local training data, defenders can proactively neutralize potential
backdoors without prior knowledge of their location or struc-
ture. Experiments on standard benchmarks with PointNet and
DGCNN show our method significantly reduces attack success
while preserving classification accuracy, outperforming existing
defenses.

Index Terms—3D Point Clouds, Backdoor Defense, Particle
Swarm Optimization, Client-level Defense, Poisoning Attacks

I. INTRODUCTION

Point clouds are increasingly pivotal in autonomous driv-
ing, architectural design, and augmented reality due to their
detailed 3D representations [1]-[3]. However, their growing
adoption brings new security vulnerabilities [4], including the
threat of backdoor attacks—stealthy data poisoning strategies
where models behave normally except when exposed to hidden
triggers.

Compared to adversarial attacks, backdoor attacks are easier
to execute and harder to detect, especially in collaborative
learning settings. In many 3D point cloud applications, models
are trained by aggregating data from multiple external con-
tributors. These contributors upload local datasets to a central
trainer, which periodically updates the model and provides only
black-box access to end users. A single malicious contributor
can compromise the model’s integrity by embedding poisoned
data if the trainer lacks adequate validation or defense mech-

anisms. Data poisoning-based backdoor attacks are far easier
to implement than adversarial attacks of the same caliber.

To address this risk, we propose a novel client-side defense
mechanism called vaccination. Unlike server-based defenses
[5]-[8], our method empowers individual contributors to pro-
tect the shared model. Specifically, a vigilant defender injects
benign ‘vaccine’ triggers into their training data—synthetic
patterns designed to neutralize harmful triggers introduced by
an attacker. We leverage Particle Swarm Optimization (PSO)
[9] to identify likely backdoor configurations using only black-
box access, then use these candidates to retrain the model with
correct labels, discouraging reliance on malicious features.
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Fig. 1: High-level overview of our vaccination defense exe-
cuted by a vigilante defender

Our setting assumes that: (1) a benign trainer aggregates
data from multiple contributors but does not perform back-
door checks; (2) contributors—including the attacker and
defender—have only black-box access to the model; (3) the
attacker inserts triggers and mislabels their data to manipulate
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Fig. 2: Subfigure (a) is an example showing triggers with different number of points. Subfigure (b) demonstrates the test-time

ineffectiveness of multiple triggers.

model behavior; and (4) the vigilante defender detects these
effects and responds in future training rounds. This threat
model follows the assumptions in recent point cloud backdoor
literature [10]-[12]. Fig. 1 presents a comprehensive overview
of our defense strategy to backdoor attacks in a typical
distributed learning scenario

Our results show that this vaccination strategy significantly
reduces attack success rates across multiple architectures and
datasets while preserving main task accuracy, outperforming
prior defenses.

We make the following contributions in the paper:

e« We are the first to build a client-level defense against
backdoor attacks in Point Cloud environments.

« We use a modified version of Particle Swarm Optimiza-
tion for effective detection and neutralization of backdoor
triggers.

« We demonstrate the efficiency of our approach under two
different datasets and three SOTA attack methods.

o We test our approach against existing backdoor defenses
under various attacks to show the superiority of our
method.

II. MOTIVATION

Existing defenses predominantly rely on the server or model
trainer to handle backdoor detection, placing the full burden
of defense on a centralized entity. This not only limits trans-
parency and control for data contributors but also introduces
systemic risk—if a malicious party uploads poisoned data
and the trainer fails to detect it, the model’s integrity is
compromised for all users.

To address this, we explore a black-box client-side defense
paradigm in which contributors can only query the model using
their local labeled data. Our proposed client-side approach
empowers a vigilant participant to counteract backdoor triggers
without server-side intervention. The core idea is to retrain
the model using correctly labeled point clouds (PCs) con-
taining triggers, effectively neutralizing their influence. This

dual-labeling—where attackers mislabel triggers and defenders
correct them—teaches the model to disregard the trigger as
a discriminative feature. To further streamline this process,
we leverage two Search Space Reduction (SSR) strategies,
described next.

A. SSR 1: Trigger Size and Effectiveness Correlation

We first examined how precisely the trigger’s proper-
ties—size, shape, and position—must be matched to activate
the backdoor. To test this, we trained a model with a specific
backdoor trigger and evaluated its activation when modifying
those properties at test time.

Our results show that even a reduced version of the
trigger—containing only 25% or even 10% of the original
points—was still effective (Fig. 2a). Minor positional shifts
also did not disrupt activation. This suggests that defenders
need only identify a small portion of the original trigger,
significantly shrinking the search space. In contrast, inference
triggers are far stricter in the 2D image domain.

B. SSR 2: Unknown Trigger Ineffectiveness

To further reduce query complexity, we explored the use of
multiple vaccine triggers embedded simultaneously in a single
3D PC.

Experiments revealed that the model’s Main Task Accuracy
(MTA) remained stable as long as these triggers did not
touch or closely surround the object. As shown in Fig. 2b,
multiple triggers placed near but not on the object do not
distort its classification. This behavior is unique to 3D point
clouds—unlike 2D images, where overlapping triggers often
distort the source input.

Together, these insights allow us to insert multiple diagnostic
triggers into the same PC. If a misclassification occurs, we
infer that at least one trigger aligns with the original backdoor
pattern—greatly narrowing the detection space.
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Fig. 3: An overview of the backdoor trigger detection approach using modified Particle Swarm Optimization.

III. METHODOLOGY

In this section, we outline the sequential steps of our pro-
posed backdoor defense, integrating the components discussed
earlier into a two-phase mechanism.

We use the following terminology: 1) b; denotes the back-
door trigger used by the attacker. 2) D; = {d1,ds,...,dx}
is the set of diagnostic triggers used during test-time by the
vigilante defender to probe for backdoor behavior. These are
spherical triggers of varying sizes and densities, chosen to
limit the parameter space. 3) Va; = {vay,vas,...,va,}, with
n < k, is a subset of D, and represents the vaccine triggers
injected into the training data to mitigate backdoor effects.

We now describe the two main phases of our defense
process.

A. Backdoor Trigger Diagnosis — PSO

To detect backdoor triggers, we assume the vigilante de-
fender has black-box access to a potentially poisoned model.
A naive strategy might involve randomly injecting multiple
diagnostic triggers into test data and querying the model until
misclassifications occur. However, this brute-force approach is
inefficient and computationally costly.

Particle Swarm Optimization (PSO) is an optimization
technique inspired by the social behavior of birds flocking
or fish schooling. It uses a swarm of particles, where each
particle represents a potential solution in the search space.
Each particle updates its position based on its own best-known
position and the global best position found by the swarm.
The optimization process involves iteratively adjusting particle
positions and velocities to explore the solution space and
converge on an optimal solution.

We employ a modified PSO algorithm tailored to our con-
straints. Unlike standard PSO, where each particle represents a
candidate solution, our method treats a set of diagnostic trigger

positions as one particle. Each particle includes a fixed number
of spherical triggers with randomized size, density, and 3D
position. We generate multiple such particles and iteratively
refine them using PSO.

We introduce a shift factor s;; for each trigger j in particle 7,
initialized randomly and fixed during optimization. This allows
each trigger in a particle to move independently, enhancing
spatial exploration.

Let P; = {p;1,...,Pim} represent the position vectors
for triggers in particle 4, and S; = {s;1,...,s;;} be their
corresponding shift factors. We adapt PSO’s update rules as
follows:

Vit = vt err (presti— PL”) +eara(Pg pes—PL”) (1)
pltD) — p) 4 (D) 2)
pl(;+1) _ pg) + 5 - Vl(t-i—l) 3)
Where:
. vgt): velocity of particle ¢ at iteration ¢.

. pg): position of trigger j in particle ¢ at iteration t.

o Poest,i: best local position found by particle <.
e Dg best: global best position across all particles.

To prevent triggers from overlapping or colliding with the
primary object in the point cloud, we apply a collision-
avoidance function. The shift factor s;; is defined in relation
to the trigger’s radius r and is bounded within [0.1r,0.5r],
ensuring smooth but significant positional adjustments during
optimization.

After several iterations, we select the global best parti-
cle—i.e., the set of diagnostic trigger positions that causes the
highest misclassification rate—and test each diagnostic trigger
individually. The most effective trigger—the one leading to the



TABLE I: The experiment results on different backdoor attacks, models, and datasets. We test the performance of our Backdoor
Cure (B-Cure) method in the presence of different attacks. [PN++ is PointNet++]

Attack(—) PointBA PCBA EfficientBA
Dataset Model
Method({) ASR MTA ASR MTA ASR MTA
No Defense 100 87.31 93.27 87.11 90.13 87.71
S PointNet B-Cure 01.34 87.10 01.42 87.00 03.24 87.13
]
% No Defense 99.72 89.83 94.18 88.20 91.45 87.91
g PN++ B-Cure 02.12 88.03 01.47 86.92 03.68 87.04
No Defense 98.65 91.93 95.96 91.10 92.17 91.12
DGCNN B-Cure 01.40 90.86 01.89 90.89 04.91 90.82
No Defense 100 98.01 96.26 97.66 90.11 97.84
g PointNet B-Cure 02.81 97.48 02.15 97.12 02.98 97.16
a
% No Defense 99.45 97.89 95.14 97.91 91.73 97.82
g__% PN++ B-Cure 02.52 97.11 02.95 97.01 05.95 97.17
n
No Defense 100 98.11 94.92 97.97 90.96 97.15
DGCNN B-Cure 03.16 98.02 03.19 97.66 04.11 96.80

highest misclassification—is selected as the vaccination trigger
and injected into the defender’s training data for mitigation.
Fig. 3 illustrates this process: the poisoned model enables
PSO to explore trigger placements, and over time, the best-
performing combination is identified and isolated for defense.

B. Vaccine Injection — Backdoor Cure

If a diagnostic trigger yields a misclassification rate signif-
icantly above a threshold «, it likely mimics the attacker’s
backdoor trigger, signaling a potential backdoor presence. In
such cases, it becomes critical to suppress the model’s reliance
on this trigger during inference.

To do so, the vigilante defender injects this top diagnostic
trigger—now referred to as the vaccine trigger Va;—into a
subset of its 3D point cloud (PC) data while preserving correct
labels. This retraining step helps the model learn that the
trigger is not a reliable indicator of any class. Only one vaccine
trigger is used (n = 1), and it is embedded in 5% of samples
across all classes to dilute the association between the trigger
and any specific label. The parameters « (misclassification
threshold) and 3 (vaccination rate) can be tuned based on how
aggressively the defender aims to counteract the backdoor.

IV. EXPERIMENTAL EVALUATION

This section outlines the experimental setup and demon-
strates the effectiveness of our defense under various condi-
tions.

1) Datasets: We use two benchmark datasets: ModelNet40
[13] and ShapeNetPart [14]. a) ModelNet40: 12,311 CAD
models from 40 categories, split into 9,843 training and 2,468
testing samples. b) ShapeNetPart: 16,002 models across 16
categories, with 12,128 for training and 2,874 for testing.

2) Models: We evaluate the performance of three neural
network models: PointNet [15], PointNet++ [16], and DGCNN
[17]. PointNet is a simple deep learning model for processing
point clouds, known for its ability to handle unordered point
sets. PointNet++ is an advanced version of PointNet, incor-
porating hierarchical networks for capturing local structures.
DGCNN (Dynamic Graph CNN) utilizes dynamic graph-based
convolutional networks to capture complex patterns in data.

3) Attack Methods: This subsection outlines three promi-
nent backdoor attacks that we will test our defense method
against.

1. PointBA [11]: Introduces backdoors by perturbing point
clouds via spatial transformations and feature disentanglement.

2. PCBA [10]: Injects small clusters of points as optimized
triggers based on spatial and geometric features.

3. EfficientBA [18]: Uses a confidence-based scoring mech-
anism and greedy search to insert object-shaped triggers effi-
ciently, following both 2D and 3D attack paradigms. We will
use airplane-shaped trigger, following [18].

4) Attack, Defense, and Training Settings: Let’s look at
the hyperparameters we’ll be using unless mentioned other-
wise.

Attack. Following [11], we target the “Toilet’ class in Mod-
elNet40, and ‘Lamp’ in ShapeNetPart. Each attack poisons 5%
of the attacker’s dataset by relabeling samples with embedded
backdoor triggers.

Defense. We deploy 8 diagnostic triggers (k), select the
top diagnostic trigger as the vaccine trigger (n = 1), and
use 20 PSO particles (m), capped at 10,000 total queries
(500 per particle). Detection uses only 500 unique records.
To implement the mitigation, we inject the selected vaccine
trigger into 10% (/3) of the vigilante defender’s local dataset
while retaining the original class labels of those samples.



TABLE II: Comparison of our work with state-of-the-art backdoor detection methods for both ModelNet40 and ShapeNetPart

using the PointNet++ architecture.

Attack(—) PointBA PCBA EfficientBA
Dataset

Method({) ASR MTA ASR MTA ASR MTA
No Defense 99.72 89.83 94.18 88.20 91.45 87.91
PointCRT 73.86 86.55 66.71 87.11 74.35 86.41

ModelNet40
DBAPC 69.34 86.24 68.23 85.98 69.93 86.72
CloudFort 78.67 82.61 62.53 80.74 72.77 81.93
B-Cure 02.12 88.03 01.47 86.92 03.68 87.04
No Defense 99.45 97.89 95.14 97.91 91.73 97.82
PointCRT 77.78 96.78 74.64 97.61 78.48 96.87

ShapeNetPart
DBAPC 69.86 97.63 70.61 96.82 72.87 96.46
CloudFort 71.39 95.99 61.57 92.57 73.95 93.30
B-Cure 02.52 97.11 02.95 97.01 05.95 97.17

Model Training Models are trained for 200 epochs using
the Adam optimizer (learning rate = 0.001) with standard aug-
mentations: sampling, normalization, scaling, and translation.
Each round uses a quarter of each contributor’s data across four
contributors (one attacker, one defender, two benign), split over
four rounds.

5) Evaluation Metrics: We assess our models using two
metrics: the Attack Success Rate (ASR) and Main Task Ac-
curacy (MTA). ASR measures the percentage of point clouds
misclassified into the target class with the backdoor trigger
present, indicating the trigger’s impact. MTA measures the
correct classification rate of point clouds without any triggers,
reflecting the negative impact of vaccination on training. The
defense aims to minimize ASR while maximizing MTA.

V. PERFORMANCE EVALUATION

A. Trigger influence removal with Backdoor Cure

Table I presents the effectiveness of our vigilante vaccination
defense across three attacks, evaluated on two datasets and
three model architectures. In this setup, the attacker poisons
the model during the first round of training, while all other
contributors, including the vigilante defender, submit benign
datasets. After this round, the defender uses the trained model
to generate vaccine triggers, which are then injected into the
training data for the second round. The reported results reflect
model performance after this second training round, with « set
to 0.4.

Our defense significantly reduces ASR for all attack types.
The reduction is particularly strong against PointBA and
PCBA, likely due to the similarity between their triggers and
our spherical diagnostic triggers. For EfficientBA, which uses
a non-spherical airplane-shaped trigger, some points remain
effective post-vaccination; however, ASR still drops substan-
tially. In all cases, the highest ASR observed after applying
Backdoor Cure is only 5.95%.

B. Comparison with SOTA Detection Methods

We compare our work with three backdoor detec-
tion/robustness approaches. At the time of writing this paper,
there are no direct client-level defenses.

1. PointCRT [7]: This method detects backdoors by adding
varying levels of corruption to each test data record and
checking for misclassification. In our work, we apply density,
rotation, and distortion-based corruptions. To convert this
detection method into a defense method, we use the corruption
that triggers misclassification as a vaccine trigger and retrain
the model.

2. DBAPC [8]: This method introduces minimal noise to
the point cloud and monitors the extent of misclassification.
Similar to PointCRT, we transform this into a defense method
by using the noise that induces high misclassification rates as
the vaccine to retrain the model.

3. CloudFort [19]: CloudFort is a backdoor defense method
which employs a two-stage approach: spatial partitioning
and ensemble prediction. The method partitions the input
point cloud into multiple sub-point clouds by systematically
removing points from different spatial regions, reducing the
likelihood of retaining backdoor triggers.

As shown in Table. II, other methods aren’t particularly
effective in defending against backdoor attacks. The results
demonstrate the performance under the PointNet++ model,
indicating that DBAPC performs slightly better than PointCRT
and CloudFort. This is due to DBAPC’s ability to detect some
points related to the original backdoor trigger, which aids in
defense. Conversely, PointCRT approach fails to significantly
reduce the ASR of the backdoor. CloudFort is particularly good
against PCBA due to its low point count. It is important to
note that these were originally detection and robust algorithms,
not defense methods. Our detection process outperforms these
two methods by requiring far fewer trials to detect the trigger
closest to the original.



VI. RELATED WORKS

Backdoor attacks in point cloud data have recently garnered
attention due to the unique challenges and potential impact
they present [19]. Several studies have demonstrated the fea-
sibility and increasing sophistication of such attacks: Li et al.
[11] showed that 3D classifiers are susceptible to backdoors,
Xiang et al. [10] highlighted the severity of misclassifications
from subtle manipulations, and Zheng et al. [12] proposed
imperceptible, robust attack techniques. More recent works
by Ning et al. [20] and Bian et al. [21] introduced stealthier
attacks using point features and auto-encoders, respectively,
underscoring the need for specialized defenses.

While backdoor defenses in point cloud settings are limited,
several approaches have emerged. Some defenses initially
developed for image data, such as fine-pruning and spectral
analysis, have been adapted to point clouds [5], [6]. Adver-
sarial training has also been applied to improve robustness
[22], [23], and Bian et al. [24] introduced iBA using self-
reconstruction to embed imperceptible triggers. PointCRT [7]
and DBAPC [8] detect backdoors via misclassification patterns
under perturbations or random placements, while PointAPA
[25] uses spatial partitioning and ensemble prediction. How-
ever, these are server-side defenses, limiting applicability for
client-level control.

VII. CONCLUSION

This work introduces the first contributor-led defense against
backdoor attacks in the domain of 3D Point Clouds, leveraging
a novel vaccination-based strategy. By employing Particle
Swarm Optimization (PSO), we effectively identify and neu-
tralize backdoor triggers, ensuring robust model performance
in a black-box setting. Our approach significantly reduces
attack success rates while maintaining high classification ac-
curacy, demonstrating superiority over existing defenses. This
contribution paves the way for empowering data contributors in
distributed learning systems and sets a foundation for exploring
advanced defense mechanisms in complex data environments.

Future work includes automating the selection of vaccine
parameters to reduce reliance on domain expertise and adapt-
ing our method for 2D imaging and Federated Learning (FL),
enabling local model interactions for enhanced security.
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